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One of the most important aspects of BS 7799
compliance concerns the availability, and
management, of security-related information
such as policies, procedures and records.

Providing easy access to such materials

not only simplifies the task of security
management but has been proven to increase
its effectiveness within an organisation too.
Furthermore, having a clear view of the status
of documentation will be invaluable to any
external reviewer.

It’s also important that security policies and
procedures are communicated to other
members of staff. Although required infrequently
during the course of most employee’s tasks,
when a security incident or question does arise,
the benefits of easily accessible — and up to
date information — will be quickly realised.

Insight has recognised this requirement and
has developed a pro-forma Intranet solution
that provides a single repository and reference
for all security related material. As well as
making the information easily accessible to
security management and external reviewers,
it also affords an invaluable education and
reference tool for other members of staff.

Introduction

A key component in developing — and
maintaining — an effective Information Security
Management System (ISMS), is ensuring that all
information on security polices, standards and
related processes is easily accessible by the
employees of an organisation.

Insight provides a cost effective solution in the
form of a packaged Information Security Intranet
Solution (ISIS) that provides organisations with:

e Online reference to all security related
information and materials

e Pro-forma security policies and standards

e Procedures for organisational assets, access
control, business continuity and physical,
personnel and equipment security

e Security organisation chart and associated job
descriptions and responsibilities

e Guidelines on compliance issues such as
legislation and internal security audits.

Support for BS 7799

The ISIS product encompasses all ten sections
of the 2002 version of BS 7799 for the purpose
of demonstrating compliance to the standard
as well as presenting the information in a logical
fashion for access by staff.

A significant amount of additional practical
advice and guidance on the interpretation
and implementation of the BS 7799 standard
is also included.

Customising the site

Because the implementation and management
of security will inevitably differ from organisation
to organisation, ISIS has been designed so that
client-specific content can be incorporated to
supplement the standard information supplied.

The product has also been developed using a
series of templates and can, therefore, be easily
customised to adhere to an organisation’s
corporate house style for existing web or
Intranet systems.



Key features

¢ Online reference to all security related
information and materials

¢ Pro-forma security policies
and standards

e Procedures for company assets, access
control, business continuity and physical,
personnel and equipment security

e Security organisation chart and job
descriptions and responsibilities

® Guidelines on compliance issues such
as legislation and internal security audits.
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Procedures BS7799 Management

Policy & Organisation

Infermation Security Policy

Objecth

The objective of this policy is to ensure the security of xocoex assets,
primarily information assets. Information Security has three basic

PD"CV&OI‘Q perspectives.
® Information Security Policy
e Bl B o Corfidentiality. the protection of information from unauthorised disclosure
» Internet Palicy orintelligible interception thus ensuring that the information is only
RRTH— . revealed to those with the authority to see or hear it, both inside and
® E-Mail Policy outside the company.

The ISIS product supports all aspects of an
ISMS including:

Policy and organisation
e Information security policy
e Internet and e-mail policies
e GSI guidelines (Government only)

e Security organisation chart including job
descriptions and responsibilities

e Compliance — including legislation list and
internal security audits.

Procedures

e Organisational assets

e Personnel, physical and equipment security
e Security incidents

e Systems access control

e Business continuity planning.

BS 7799

e A copy of the standard including all ten
sections from security policy to compliance.

Security news

e Informative and up to date articles on topics
such as virus threats, hacking and legislation.

Feedback form

e An interactive feedback form enabling
employees to submit details and opinions.

Help and search facilities

¢ |SIS includes an online search facility as well as
help and frequently asked question pages to
help staff quickly locate information or advice
on specific information security issues.

Awareness

Months or Days
Do not
base Name, Initial or Car Registration
Company Name or Identifiers
passwords
Numeric Values - Phone Number
on the
PAgLe More than two consectuive
followi ng: identical characters

Integrity: the safeguarding of the accuracy and completeness of infarmation
to ensure that the information cannot be modified, inserted, deleted,
replayed or othenwise abused, whether accidentally or deliberately.

® GS| Guidelines

® Security Organisation
» Compliance . .

Iability: the of infarmation and necessary resources to
ensure that the information and resources are available when required by
the processes that constitute the business

ISIS provides advice on security polices and correct password choice

About Insight

Insight Consulting is the
leading independent provider
of services and solutions for
information security, business
continuity and risk
management.

We offer a complete, end-to-
end portfolio encompassing:

Research
Consultancy
Testing
Implementation
Training
Recruitment
Managed services

Insight is BS 7799 certified, is
a GCat and S-Cat (Category 7)
supplier and subscribes to the
CESG Listed Advisor Scheme
(CLAS) and CHECK services.

If you'd like to discuss

how Insight could help

you manage risk in

your organisation, email

us at insight@insight.co.uk
or visit our web site at
www.insight.co.uk

Insight Consulting
Churchfield House
5 The Quintet
Churchfield Road
Walton on Thames
Surrey KT12 2TZ
United Kingdom

Tel: +44 (0)1932 241000
Fax: +44 (0)1932 244590

www.insight.co.uk



